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was the perfect setup for the law firm to deposit 
the check and then issue the scammer the re-
quested funds. If the firm had not used careful 
retainer and banking practices, it would have 
handed the scammer its account numbers and 
money that belonged to its other clients.  The 
tip-off was that the architecture firm in the UK 
e-mailed the advising attorney that this was a 
scam and that no one from the architecture firm 
had engaged the attorney.

How the Firm Detected the 
Scam

The cashier’s check was fake 
but looked very legitimate. Sever-
al things happened that saved the firm: 
(1) it used conservative retainer and banking 
practices; (2) it sent a retainer agreement by 
airmail to the real UK architecture firm; (3) it 
did not expend a lot of resources working on the 
matter while awaiting the requested retainer be 
provided; and (4) when the real UK architecture 
firm received the retainer agreement, it immedi-
ately notified the firm that it had not contacted 
the firm for assistance. 

The law firm’s IT and forensic resources 
then determined: (1) the cashier’s check 
had actually been mailed from Califor-
nia and not Oregon; (2) the IP address for 
the spoofed e-mail was from Nigeria; (3) 
the website address given to the firm by the 
scammer was also spoofed and had a “.com” 
address instead of a “.uk” address and was 
displaying the real architecture firm’s content on 

Important eCourt 

Information Inside!

Oregon Law Firm Targeted by Scam
In May 2014, an Oregon law firm narrowly 

avoided a sophisticated check scam. The scam-
mer posed as an architect from the United 
Kingdom who had a contract dispute with an 
Oregon homeowner. The information given by 
the scamming client generally checked out cor-
rectly. For example: (1) there is an architecture 
firm in the UK that has a lead partner with the 
name used by the scamming client; (2) there is 
an Oregon homeowner with the name given by 
the scammer, at the address provided, and the 
estimated value of the home was sufficient to 
warrant the fees the scammer claimed to be 
owed. The firm prepared a retainer agreement 
and provided its trust account information so 
that the scammer could “wire” the retainer prior 
to starting work on the file since it was not a 
local client. The scammer executed the retainer 
agreement but did not deliver the retainer into 
the trust account. 

Fortunately for the law firm, it sent a copy 
of the fully executed retainer agreement to the 
real architect in the UK based on the address 
listed on the website. Around the same time, 
the scammer called the firm back, stating that 
he and the Oregon homeowner had settled their 
dispute. The scammer informed the firm that the 
Oregon homeowner would be mailing the firm 
a cashier’s check, which represented the settle-
ment amount. The scammer asked the law firm 
to take its attorney fees from the “settlement 
check” and forward the balance of the settle-
ment to the alleged client/scammer. The check 
arrived the next day, made out to the firm, which 
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that page; (4) the caller ID number for the scammer was 
000 0000 00000; (5) the real architect’s website made it 
difficult to verify whether the scammer was truly from 
that architect’s firm; and (6) the phone, fax, and website 
address given to the law firm were different from those of 
the actual architect.

Classic Red Flags
This scam is similar to many others that we have seen. 

It had some of the classic “red flags” and fortunately was 
averted by waiting for funds to clear, by requiring signed 
retainer agreements, and by diligently checking out new 
clients. Some of the red flags were: (1) the request for le-
gal work was not from a known client; (2) the data given 
by the scammer appeared to be legitimate on the surface; 
however, if you looked for the data independently – such 
as searching for the architects’ site and calling the number 
on it – the data did not check out; (3) the situation that was 
presented (i.e., we have a dispute) rapidly changed (i.e., 
now it is settled), and the firm was asked to issue money 
from its bank account; and (4) the situation involved clients 
from out of the country and in a time zone that made e-mail 
communication a more preferred method.

BarBara S. FiShleder 
PlF director oF PerSonal and 

Practice ManageMent aSSiStance

Our thanks to the law firm who notified the PLF of this 
scam so that other law firms could also protect themselves 
from scammers.

Editor’s Note: Scammers continue to evolve, and their 
attempts at fraud continue to become even more sophis-
ticated. Some scams seem so realistic and credible, even 
upon initial investigation, making it challenging to ascer-
tain legitimacy. While nothing substitutes for due diligence, 
always trust your intuition: If it seems too good to be true, 
it probably is.


